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CS8792 CRYPTOGRAPHYANDNETWORKSECURITY L T P C
3 00 3

OBJECTIVES:

e To understand Cryptography Theories, Algorithms and Systems.

e To understand necessary Approaches and Techniques to build protection

mechanisms in order to secure computer networks.

UNITI INTRODUCTION 9
Securitytrends-Legal, EthicalandProfessional AspectsofSecurity, NeedforSecurityatMultiple
levels, Security Policies - Model of network security — Security attacks, services
andmechanisms—OSIsecurityarchitecture—Classicalencryptiontechniques:substitution
techniques, transposition techniques, steganography- Foundations of modern
cryptography:perfectsecurity—informationtheory—productcryptosystem—cryptanalysis.
UNITII SYMMETRICKEYCRYPTOGRAPHY 9
MATHEMATICS OF SYMMETRIC KEY CRYPTOGRAPHY: Algebraic structures -
Modulararithmetic-Euclid*s algorithm- Congruence and matrices -Groups, Rings, Fields-
Finite fields-SYMMETRICKEYCIPHERS:SDES-Block cipher Principle of DES—
Strength of DES — Differential and linear cryptanalysis - Block cipher design principles
— Block ciphermode of operation — Evaluation criteria for AES — Advanced Encryption
Standard - RC4 —Key distribution.
UNITIII PUBLICKEYCRYPTOGRAPHY 9
MATHEMATICSOFASYMMETRICKEYCRYPTOGRAPHY :Primes—
PrimalityTesting—Factorization — Euler‘s totient function, Fermat‘s and Euler‘s Theorem -
Chinese Remainder Theorem— Exponentiation and Alogarithm-ASYMMETRIC KEY
CIPHERS:RSA cryptosystem — Key distribution — Key management — Diffie
Hellman key exchange -ElGamalcryptosystem—Ellipticcurvearithmetic-
Ellipticcurvecryptography.
UNITIV MESSAGEAUTHENTICATIONANDINTEGRITY 9
Authentication requirement — Authentication function — MAC — Hash function — Security
othashfunctionandMA C—SHA—Digitalsignatureandauthenticationprotocols—DSS-
EntityAuthentication: = Biometrics, Passwords, Challenge Response protocols-
Authenticationapplications-Kerberos,X.509
UNITV SECURITYPRACTICEANDSYSTEMSECURITY C%QL
ElectronicMailsecurity—PGP,S/MIME—IPsecurity—WebSecurity- ; R INCIP AI
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SYSTEMSECURITY :Intruders—Malicioussoftware—viruses—Firewalls.

TOTAL 45 PERIODS

OUTCOMES:
At the end of the course, the student should be able to:
e Understandthefundamentalsofnetworkssecurity,securityarchitecture,threatsandvulnera
bilities
e Applythedifferentcryptographicoperationsofsymmetriccryptographicalgorithms
e Apply the different cryptographic operations of public key cryptography
e ApplythevariousAuthenticationschemestosimulatedifferentapplications.
e Understand various Security practices and System security standards
TEXTBOOK:
1. WilliamStallings,CryptographyandNetworkSecurity:PrinciplesandPractice, PHI3rdEditio
n,2006.
REFERENCES:
1. CK Shyamala, N Harini and Dr. T R Padmanabhan: Cryptography and Network
Security, Wiley IndiaPvt.Ltd
2.  BehrouzA.Foruzan,CryptographyandNetworkSecurity, TataMcGrawHill2007.
3. CharlieKaufman,RadiaPerlman,andMikeSpeciner,NetworkSecurity:PRIVATECommun
icationinaPUBLICWorld,PrenticeHall,ISBN0-13-046019-2
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CS8591 COMPUTERNETWORKS L TP C

OBJECTIVES:

« To understand the protocol layering and physical level communication.

« To analyze the performance of a network.

« To understand the various components required to build different networks.
« To learn the functions of network layer and the various routing protocols.

« To familiarize the functions and protocols of the Transport layer.

UNIT 1 INTRODUCTION AND PHYSICAL LAYER 9
Networks — Network Types — Protocol Layering — TCP/IP Protocol suite — OSI
Model —Physical Layer: Performance — Transmission media — Switching — Circuit-

switched Networks—Packet Switching.

UNIT I DATA-LINK LAYER & MEDIA ACCESS 9
Introduction—Link-Layer Addressing -DLC Services—Data-Link Layer Protocols -HDLC
—PPP-MediaAccessControl-WiredLANs:Ethernet-WirelessLANs—Introduction—
IEEE802.11,Bluetooth—ConnectingDevices.

UNITHI NETWORKIAYER ' 9
NetworkLayerServices—Packetswitching—Performance—IPV4Addresses—Forwardingof
IP Packets - Network Layer Protocols: IP, ICMP v4 — Unicast Routing Algorithms —
Protocols—MulticastingBasics—IPV6Addressing—IPV6Protocol.

UNITIV  TRANSPORTLAYER 9
Introduction—TransportLayerProtocols—Services—PortNumbers—

UserDatagramProtocol-TransmissionControlProtocol-SCTP.

UNITV APPLICATIONLAYER 9
WWW and HTTP-FTP—Email-Telnet—-SSH-DNS—-SNMP.

TOTAL: 45 PERIODS
OUTCOMES:
On Completion of the course, the students should be able to:
 Understand the basic layers and its functions in computer networks.
e Evaluate the performance of a network.

e Understand the basics of how data flows from one node to another.

I o . PRINCIPAL
e Analyze and design routing algorithms. JKK MUNIRAIAH COLLEGE
e Design protocols for various functions in the network. OF TECHNOLOGY

i i Tt T.N. PALAYAM (P0)-638506.
e Understand the working of various application layer protocols "~ gogi (Tk), ERODE (Dt).



TEXTBOOK:
1. Behrouz A. Forouzan, Data Communications and Networking, Fifth Edition
TMH,2013.

REFERENCES

1. Larry L. Peterson, Bruce S. Davie, Computer Networks: A Systems Approach,
Fifth Edition, Morgan Kaufmann Publishers Inc.,2012.

2 William Stallings, Data and Computer Communications, Tenth Edition,
PearsonEducation,2013.

3, NaderF.Mir,ComputerandCommunicationNetworks,SecondEdition,Prentice
Hall,2014.

4. Ying-Dar Lin, Ren-Hung Hwang and Fred Baker, Computer Networks: An
OpenSourceApproach,McGrawHillPublisher,2011.

5. James F. Kurose, Keith W. Ross, Computer Networking, A Top-Down
ApproachFeaturingthe Internet, SixthEdition,PearsonEducation,2013.
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CS8494 SOFTWARE ENGINEERING
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OBJECTIVES:

e To understand the phases in a software project

o Tounderstandfundamentalconceptsofrequirementsengineeringand AnalysisModeling.

e To understand the various software design methodologies

e To learn various testing and maintenance measures
UNITI SOFTWAREPROCESSANDAGILEDEVELOPMENT 9
Introduction to Software Engineering, Software Process, Perspective and Specialized Process
Models-Introduction to Agility-Agile process-Extreme programming-XP Process.
UNITII REQUIREMENTSANALYSISAND SPECIFICATION 9
Software Requirements: Functional and Non-Functional, User requirements, System requirements,
SoftwareRequirementsDocumentRequirementEngineeringProcess:FeasibilityStudies,Requirements
elicitationandanalysis,requirementsvalidation,requirementsmanagement-Classical
analysis:Structured system Analysis, Petri Nets-Data Dictionary.
UNITIII SOFTWARE DESIGN 9
Design process — Design Concepts-Design Model— Design Heuristic — Architectural Design
-Architectural styles, Architectural Design, Architectural Mapping using Data Flow- User Interface
Design: Interface analysis, Interface Design —Component level Design: Designing Class based
components, traditional Components.
UNITIV TESTINGANDMAINTENANCE 9
Software testing fundamentals-Internal and external views of Testing-white box testing - basis
path testing-control structure testing-black box testing- Regression Testing — Unit Testing —
Integration Testing— Validation Testing— System Testing And Debugging—Software
Implementation Techniques: Coding practices-Refactoring-Maintenance and Reengineering-

BPRmodel-Reengineeringprocessmodel-ReverseandForwardEngineering.

UNITV PROJECTMANAGEMENT
Software Project Management: Estimation — LOC, FP Based Estimation, Make/Buy Decision
COCOMO I & II Model — Project Scheduling — Scheduling, Earned Value Analysis Planning
—Project Plan, Planning Process, RFP Risk Management — Identification, Projection - Risk
Management-Risk Identification-RMMM Plan-CASETIOOLS |!

ZINCIPAL TOTAL:45PERIODS
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On Completion of the course, the students should be able to:

Identify the key activities in managing a software project.
Compare different process models.

Concepts of requirements engineering and Analysis Modeling.
Apply systematic procedure for software design and deployment.
Compare and contrast the various testing and maintenance.

Manage project schedule, estimate project cost and effort required.

TEXTBOOKS:
1. RogerS.Pressman, —Software Engineering— APractitioner"s

Approachl,SeventhEdition,McGraw-HillInternationalEdition,2010.

2. IanSommerville,—SoftwareEngineeringl,9thEdition,PearsonEducationAsia,2011.

REFERENCES:
1.

RajibMall,—FundamentalsofSofiwareEngineeringl, ThirdEdition,PHILearningPrivate
Limited,2009.
PankajJalote,—SoftwareEngineering, APrecise Approachl, Wileylndia,2010.
KelkarS.A.,—SoftwareEngineering|,PrenticeHallofIndiaPvtLtd,2007.
StephenR.Schach,—SoftwareEngineeringl, TataMcGraw-
HillPublishingCompanyLimited,2007.

http://nptel.ac.in/.
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OBJECTIVES:
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MOBILECOMPUTING L TP C
3 00 3

e Tounderstandthebasicconceptsofmobilecomputing.

UNITI

INTRODUCTION

Tolearnthe basics ofmobiletelecommunicationsystem.
Tobefamiliar withthenetwork layer protocolsand Ad-Hocnetworks.
Toknowthe basisoftransportandapplicationlayerprotocols.

Togainknowledgeaboutdifferentmobileplatformsandapplicationdevelopment.

9

Introduction to Mobile Computing — Applications of Mobile Computing- Generations

ofMobile Communication Technologies- Multiplexing — Spread spectrum -MAC
Protocols -SDMA-TDMA-FDMA-CDMA

UNITII

MOBILETELECOMMUNICATIONSYSTEM 9

IntroductiontoCellularSystems-GSM—Services&Architecture—Protocols—

ConnectionEstablishment—FrequencyAllocation—Routing-MobilityManagement—
Security—GPRS-UMTS—Architecture—Handover-Security

UNITIII MOBILENETWORKLAYER 9
MobileIP-DHCP-AdHoc—Proactiveprotocol-DSDV ReactiveRoutingProtocols—
DSR,AODV Hybridrouting—ZRP,MulticastRouting-

ODMRP, VehicularAdHocnetworks(VANET)-MANETVsVANET—Security.
UNITIV MOBILETRANSPORTANDAPPLICATIONLAYER 9
MobileTCP—WAP-Architecture-WDP-WTLS-WTP-WSP-WAE-WTAArchitecture
—WML

UNITV MOBILEPLATFORMSANDAPPLICATIONS 9
Mobile Device Operating Systems — Special Constraints & Requirements -

CommercialMobile Operating Systems — Software Development Kit: iOS, Android,

BlackBerry, WindowsPhone—MCommerce—Structure—Pros&Cons-

MobilePaymentSystem—Security Issues 9]

—* TOTAL 45 PERIODS

akn“'”‘;ﬁ’
Pn

JKK MU:\.N L

4 COLLEGE

OF TECHNOLOGY

T.N. PALAYAM
GOBI (TK),

(po)esasoe
ERODE (D).



M’mﬂ s i, v ot N s\ et et ol s v ARG . ) e i i el o ol AR

OUTCOMES:
At the end of the course, the students should be able to:

Explain the basics of mobhile telecommunication systems
Illustratethegenerationsoftelecommunicationsystemsinwirelessnetworks
DeterminethefunctionalityofMAC,networklayerandldentifyaroutingprotocolforagivenAd
hocnetwork

Explain the functionality of Transport and Application layers

Develop a mobile application using android/blackberry/ios/Windows SDK

TEXTBOOKS:
1. JochenSchiller,—MobileCommunicationsl,PHI,SecondEdition,2003.
2. PrasantKumarPattnaik,RajibMall, —FundamentalsofMobileComputingl,PHILearningP
vt.Ltd,NewDelhi—2012
REFERENCES
1. Dharma Prakash Agarval, Qing and An Zeng, "Introduction to Wireless and
Mahilesystems", ThomsonAsiaPvtLtd, 2003,
2. UweHansmann,LotharMerk,MartinS .Nicklonsand ThomasStober,—Principlesof
Mobile Computingl,Springer, 2003.
3.  William.C.Y.Lee,—MobileCellularTelecommunications-
AnalogandDigitalSystemsl,SecondEdition, TataMcGrawHillEdition,2006.
4, C.K.Toh,—AdHocMobileWirelessNetworksl,FirstEdition,PearsonEducation,2002.
5.  Android Developers:http://developer.android.com/index.html
6. Apple Developer:https://developer.apple.com/
7.  Windows Phone DevCenter:http:/developer.windowsphone.com
8. Black Berry Developer:http://developer.blackberry.com
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CS8592 OBJECT ORIENTED ANALYSIS AND DESIGN LTPC

3003
OBJECTIVES:
e To understand the fundamentals of object modeling
e To understand and differentiate Unified Process from other approaches.
e To design with static UML diagrams.
e To design with the UML dynamic and implementation diagrams.
e To improve the software design with design patterns.

e To test the software against its requirements specification

UNITI UNIFIEDPROCESSAND USE CASEDIAGRAMS 9
IntroductiontoOO ADwithOOBasics-UnifiedProcess—UMLdiagrams—UseCase—Casestudy
~theNextGenPOSsystem,Inception-UsecaseModelling—RelatingUsecases—

include,extendandgeneralization—WhentouseUse-cases

UNITII STATIC UML DIAGRAMS 9
Class Diagram— Elaboration — Domain Model - Finding conceptual classes and description
classes — Associations — Attributes — Domain model refinement — Finding conceptual
classHierarchies—AggregationandComposition-

Relationshipbetweensequencediagramsandusecases—WhentouseClassDiagrams

UNITIIX DYNAMICAND IMPLEMENTATIONUML DIAGRAMS 9
Dynamic Diagrams — UML interaction diagrams - System sequence diagram — Collaboration
diagram — When to use Communication Diagrams - State machine diagram and Modelling—

WhentouseStateDiagrams-A ctivitydiagram—Whentouseactivitydiagrams

Implementation Diagrams - UML package diagram- When to use package diagrams -

ComponentandDeploymentDiagrams—WhentouseComponentandDeploymentdiagrams

UNITIV DESIGN PATTERNS 9
GRASP: Designing objects with responsibilities — Creator — Information expert — Low
Coupling —High Cohesion—Controller Design Patterns — creational ) fact gﬂﬂ;ﬁ]od -
structural — Bridge — Adapter — behavioural —Strategy—observer— | GoFdesign
R A
atterns—Mapping design to code PRINCIPAL
OF TECHNOLOGY

UNITV TESTING T.N. PALAYAM (Po )-638 506. 9
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on Testing—Develop Test Cases and Test Plans
TOTAL:45PERIODS

OUTCOMES:
At the end of the course, the students will be able to:
o Expresss of tware design with UML diagrams
e Design software applications using OO concepts.
o Identify various scenarios based on software requirements
o TransformUMLbasedsoftwaredesignintopatternbaseddesignusingdesignpatterns

o Understand the various testing methodologies for OO software

TEXTBOOKS:
1. CraigLarman,—ApplyingUMLandPatterns: AnIntroductiontoObject-

Oriented AnalysisandDesignandlIterativeDevelopmentl, ThirdEdition,PearsonEducation,2005.
2. AliBahrami-Object Oriented Systems Development -McGrawHilllnternationalEdition-1999

REFERENCES:

1. ErichGamma,andRichardHelm,RalphJohnson,JohnVlissides,—Designpatterns:ElementsofReusa
bleObject-OrientedSoftwarel, Addison-Wesley,1995.

2. MartinFowler,—UMLDistilled: ABriefGuidetotheStandardObjectModelingLanguagel,Th
irdedition,Addison Wesley,2003.
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CS8791 CLOUDCOMPUTING L TP
C3003
OBJECTIVES:
e To understand the concept of cloud computing.
e To appreciate the evolution of cloud from the existing technologies.
e To have knowledge on the various issues in cloud computing.
e To be familiar with the lead players in cloud.

e To appreciate the emergence of cloud as the next generation computing paradigm.

UNITI INTRODUCTION 9
Introduction to Cloud Computing — Definition of Cloud — Evolution of Cloud Computing
—UnderlyingPrinciplesofParallelandDistributedComputing—CloudCharacteristics—
ElasticityinCloud—On-demandProvisioning.

UNITII CLOUDENABLINGTECHNOLOGIES 10
Service Oriented Architecture — REST and Systems of Systems — Web Services — Publish-
Subscribe Model — Basics of Virtualization — Types of Virtualization — Implementation Levels
of Virtualization — Virtualization Structures — Tools and Mechanisms — Virtualization of
CPU —Memory—1/ODevices—Virtualization Supportand Disaster Recovery.

UNITIII CLOUDARCHITECTURE,SERVICESANDSTORAGE 8
Layered Cloud Architecture Design — NIST Cloud Computing Reference Architecture —
Public,Private and Hybrid Clouds - laaS — PaaS — SaaS — Architectural Design Challenges
—  CloudStorage—Storage-as-a-Service—AdvantagesofCloudStorage—CloudStorageProviders—
S3.

UNITIV  RESOURCE MANAGEMENTAND SECURITYIN CLOUD 10
InterCloudResourceManagement—ResourceProvisioningandResourceProvisioningMethods

— Global Exchange of Cloud Resources — Security Overview — Cloud Security Challenges —
Software-as-a-Service Security — Security Governance — Virtual Machine Security — IAM
—Security Standards.

UNITV  CLOUDTECHNOLOGIESANDADVANCEMENTS 8
Hadoop— MapReduce — Virtual Box -- Google App Engine — Programming Environment for
Google App Engine — Open Stack — Federation in the Cloud — Four Levels of

Federation —Federated Services and Applic

‘iture of Federation.

PRINCIPAL  poe
IRAJAT &0 .
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OUTCOMES:

On Completion of the course, the students should be able to:

Articulatethemainconcepts,keytechnologies,strengthsandlimitationsofcloudcomputing.
Learn the key and enabling technologies that help in the development of cloud.
Developtheabilitytounderstandandusethearchitectureofcomputeandstoragecloud,serviceandd
eliverymodels.

Explain the core issues of cloud computing such as resource management and security.

Be able to install and use current cloud technologies.
Evaluateandchoosetheappropriatetechnologies,algorithmsandapproachesforimplementationa

nduseofcloud.

TEXTBOOKS:
1. Kainang,GeoffreyC.Fox,JackG.Dongarra,"DistributedandCloudComputing,FromParallel

Processingto theInternetofThings", MorganKaufmannPublishers,2012.

2. Rittinghouse,JohnW.,andJamesF.Ransome,—CloudComputing:Implementation,Managementan
dSecurityl, CRCPress,2017.

REFERENCES:

1. RajkumarBuyya, ChristianVecchiola,S. ThamaraiSelvi,—MasteringCloudComputing|,TataMcgra
wHill,2013.

2. TobyVelte,AnthonyVelte,RobertElsenpeter,"CloudComputing-
APracticalApproachl, TataMcgrawHill,2009.

3. GeorgeReese,"Cloud ApplicationArchitectures:Building ApplicationsandInfrastructureinthe Cloud

‘TransactionalSystemsfor EC2andBeyond(Theory inPractice)l,O'Reilly,2009.

f
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CS8691 ARTIFICIALINTELLIGENCE LT P C
300 3
OBJECTIVES:
e To understand the various characteristics of Intelligent agents
e To learn the different search strategies in Al
e To learn to represent knowledge in solving Al problems
e To understand the different ways of designing software agents

e To know about the various applications of Al.

UNITI INTRODUCTION 9
Introduction—Definition-FutureofArtificialIntelligence—CharacteristicsofIntelligent A gents—

TypicallntelligentA gents—ProblemSolvingApproachtoTypical Alproblems.

UNITII PROBLEMSOLVINGMETHODS 9
Problem solving Methods - Search Strategies- Uninformed - Informed - Heuristics - Local
SearchAlgorithmsandOptimizationProblems-SearchingwithPartialObservations-
ConstraintSatisfactionProblems—ConstraintPropagation-BacktrackingSearch-GamePlaying-

Optimal Decisions in Games—Alpha-Beta Pruning-Stochastic Games

UNITIII KNOWLEDGEREPRESENTATION 9
First Order Predicate Logic — Prolog Programming — Unification — Forward Chaining-
Backward Chaining — Resolution — Knowledge Representation - Ontological Engineering-
Categories and Objects — Events - Mental Events and Mental Objects - Reasoning Systems for

Categories -Reasoning with Default Information

UNITIV SOFTWAREAGENTS 9
ArchitectureforIntelligentA gents—A gentcommunication—NegotiationandBargaining—

ArgumentationamongA gents—TrustandReputationinMulti-agentsystems.

UNITV APPLICATIONS 9
Al applications — Language Models — Information Retrieval- Information Extraction — Natural
Language Processing - Machine Translation — Speech Recognition — Robot — Hardware —

Perception—Planning—Moving

OTAL{ASPERIODS
OUTCOMES: =
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Use appropriate search algorithms for any Al problem
Represent a problem using first order and predicate logic
Provide the apt agent strategy to solve a given problem
Design software agents to solve a problem

Design applications for NLP that use Artificial Intelligence.

TEXTBOOKS:

1

S.RussellandP.Norvig," Artificiallntelligence: AModernApproachl,PrenticeHall, ThirdEdition,200
9.

2 1.Bratko,—Prolog:ProgrammingforArtificiallntelligencel,Fourthedition, Addison-
WesleyEducationalPublishersInc.,2011. ]

REFERENCES:

1. M.TimJones,—Artificiallntelligence: ASystemsApproach(ComputerScience)l,JonesandBar
tlettPublishers,Inc.;FirstEdition,2008

2. NilsJ.Nilsson,—TheQuestforArtificiallntelligencel,CambridgeUniversityPress,2009.

3. WilliamF.ClocksinandChristopherS.Mellish,IProgramminginProlog:Usingthel SOStandardl,Fifth
Edition,Springer,2003.

4. GerhardWeiss,—MultiAgentSystemsl, SecondEdition,MITPress,2013.

5. DavidL.PooleandAlanK . Mackworth,—Attificiallntelligence:FoundationsofC

omputational Agentsi,CambridgeUniversityPress,2010.
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